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Absicherung von

Grossveranstaltungen —
wenn Digitales auf Physisches trifft
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Y BACS Cyber Event Defence
Grundkonzept

Cyber Risk Analysis Attack Surface Reduction Operation

Awareness and Consulting Cyber Situation Network Retrospective
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Y BACS Cyber Event Defence
Cyber Risk Analysis
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Y BACS Cyber Event Defence
Awareness und Consulting
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Y BACS Cyber Event Defence
Attack Surface Reduction
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Y BACS Cyber Event Defence
Cyber Situation Network

Eidgendssisches Departement fur Verteidigung, Bevolkerungsschutz und Sport VBS
Bundesamt fiir Cybersicherheit BACS



Y BACS Cyber Event Defence
Operation
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Y BACS Cyber Event Defence
Retrospective
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Y Main Venue
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Y Public Viewing
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Eurovision Village

EuR@sion

FBU EEm BASEL
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Y Cyber Risk Analysis
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Y Cyber Task Force

Host

Broadcas
ter
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Y Cyber Task Force

Communication

Cyber Security Hub

A

v

EXTERN
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Y CWG Platforms

Channels

- Cyber Working Group (8 Members)

- Cyber Incidents (17 Members)

- Cybersec Teams (29 Members)

-Threat Intelligence Sharing (89 Members)

Incident Management Plattform
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Communication / Media

Kommunikation /

. . : Medienstellen
Organisationsubergreifendes Netzwerk

Proaktive Kommunikation

Koordination von Krisenkommunikation
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Incidents
Thursday, 8 May

130Gbit/s, 14 Mio pps

Neueste

Mr Hamza

Precise cyber attacks were carried out against
the Swiss state, as part of the ongoing
escalation.

The Swiss Ministry of Defense

The Swiss Army

The Federal Office for Population Protection
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Y Incidents
Thursday, 15 May

(5 JuanOlaSand | | el 4= == |

Attack the Eurovision Song Contest televoting
system, so Israel gets eliminated at semis and we avoid the artwashing
of their genocide.
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Y Incidents
Friday, 16 May

é bluedeepsea == (g -

= 4

WE NEED FIGHT BACK!!!! Hackers where are you! Do something! Put the
photo of dead kid or this whore in IOF uniform next to that kid! They are

supporting nazi and apartheid!

é bluedeepsea ==
K] vﬂ )€

Bring banners, bring Palestinian flags! Shout louder: Free Palestine! Be
freaking RADICAL! That’s NOT anymore song contest. EBU lied! Zionist
slaves. Again fake applause! Don’t you get it: israHell will again steal
votes! Stop genocide!
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Incidents
Friday, 16 May

May 16

Host

www.bis.org

WWW.Mmini-cab.ch

www.bvb.ch

C}z?e) DDosia Targets Mo... BT 12
New Swiss Targets B from DDosia Config:

IP

185.58.128.7

193.108.137.49

194.56.210.123

Host
www.bis.org
www.mini-cab.ch

www.bvb.ch

www.blt.ch

eurovision-basel.ch

www.33ertaxi.ch

login.scl.swisscom.ch

www.taxi-zentrale.ch

WWw.swisscom.ch
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IP

185.58.128.7

193.108.137.49

194.56.210.123

94.230.213.53

84.17.46.54

193.108.137.49

195.186.211.241

193.108.137.49

195.186.208.154

NNMO57(16) En version )

‘ " !‘.d Gateway
. —

"Saw" the best song at the Eurovision Service festival and put
several sites'

x Herblng Basel
heck-host.net/check-report/263cca94ke6b

x Authorization on the Prepaid Flat 7 portal (dead by ping)
check-host.net/check-report/263d008ek72

x Taxi cnty Basel 33r Taxi AG (dead in plng)
check-host.net/check-report/263d012akb92

Subscribe




¢ GovCERT.ch Cyber Threat Intelligence

In this directory we post technical cyber threat Intelligence and provide it as is under TLP:CLEAR.

¢ B Table of Contents

: Contains top CIDRs (/24) involved in bruteforce attacks against 0365 and edge
devices (such as SSL-VPNs). You may not expect any legitimate traffic from these sources towards any internal
ressources.

: This list contains the same data as but just
the CIDRs (no additional information such as ASN on geo location). You may want to use this list in an
automated manner for mitigating bruteforce attacks against 0365 and edge devices (such as SSL-VPns).

i it : Contains top CIDRs (/24) that participated in DDoS attacks
in the week of 2025-01-20 (week #4) against Swiss targets. These attacks were allegedly conducted by hacktivist
group NoName057(16), using L7 attacks (HTTP/s GET flood). GovCERT.ch has contacted the abuse desks of the
relevant network owners (AS) and asked them to take the appropriate actions to prevent further abuse of their
service.

| i : This list contains the same data as H
4 but just the CIDRs (no additional information such as ASN on geo location). You
may want to use this list in an automated manner for temporarily blocking and mitigating NoName057(16) L7

DDoS attacks. Please consider that blocking CIDRs will probably cause false positives. We therefore recommend
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Incidents
Saturday, 17 May

m Mario (\&) (4

can you hack the Eurovision screens to show images of
Gaza during Israel's performance or something tonight? Ty

18
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Y Incidents
Saturday, 17 May = o

Action Host Country Source ASN Source IP Path

Total ® Managed Challenge ® Block

3.08M 3.04M 39.94k

1.6M
1.4M

1.2M

800k

600k

Number of Events

400k

200k

o —  f —
01:00 01:01 01:02 01:03 01:04 01:05 01:06 01:07 01:08 01:09 01:10 01:1 01:12 01:13 0114 01:15

Time (local)
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guro@ision ... als Partner der SRG:
ELCASecurity gicht der Industrie

Ziele der SRG:
- Ein europaischer Song Contest fur alle bedeutet auch Sicherheit fur alle.

- Cybersicherheit ist fur das Management, die Teilnehmer und das Publikum gleichermal3en von entscheidender
Bedeutung.

- Der Schutz von Systemen, Daten und Menschen ist das Herzstlck einer sicheren und inklusiven ESC.
Deshalb war eine starke Sicherheitspartnerschaft unerlasslich.

Warum cybersicherheit? - Fakten / Unsere Mission:

Hintergrund / Historie: Schutz des ESC aus Sicht der Cybersicherheit,
- 2019 Tel Aviv — KAN Online-Ubertragung auf einschliesslich:

Meldungen von Aktivisten umgeschaltet - Menschen

- 2021 Rotterdam — Streaming server gehackt - die Veranstaltung

- 2024 Malmo — Streaming- und Webserver - der Ruf der Schweiz

durch Cyberangriffe gestort (DDoS)

ELCASecu rlty © Copyright 2026



Das perfide Bundnis zwischen staatlichen
Akteuren und Cyberkriminalitat

BLOCKIERUNG
SABOTAGE
MISSBRAUCH

® \1/\ |
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Komplexitat und geteilte Verantwortung

MITARBEITER
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Globaler Ansatz

INTELLIGENG: &L -AREN
SDGTECHON SN otreoroiol
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Schlussel Erfolgsfaktor: ESC2025 SANCTUARY

%Senthorus
24/7 SOC
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T THE ONION PRINCIPLE

FOCcus ON/CRIFICALIASSETS

St Jakob Stadium

SIMPLE-SETUP W
ESC Staff

MELCASecurity P§senthorus
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Highlights und Kennzahlen
71 erkannte Risiken = 7 Kategorien

Training: 4 Tabletop cybersec Ubungen

GEOPOLITICAL

Rythmus: 6 Monate = Live

REPUTATION

20+ Lieferanten bewertet m

50+ Threat Intelligence & SM reports *

30+ tagliche «assets discoveries» REGULATORY

Echtzeit-Takedowns wahrend 2 Wochen

Digital Sweeps




Zeitmanagement

Security Questionnaire Technical Questionnaire Onsite Collaboration Internet Disconnect Daily Security Reviews Decommissioning
Security Clauses Concepts Review Concept Tuning Digital Sweep Cyber Working Group Reporting & Debriefing

Incident Management Security Tests & Fixes Incident Response Exercise 24x7 monitoring

Incident Response Plan Vulnerability scans Processes Review Threat Intelligence update

Disaster Recovery Plan 247 monitoring Threat Intelligence

24x7 monitoring
. Concept & Security Event Decommis
Selection . Setup -
Preparation Checks Week sioning

A

A A

weeky  Daily T
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Vom Risikomanagement zur Realitat

K EE
4

Unbefugter Videostream in sozialen Medien

Phishing-/Betrugskampagnen
Desinformationskampagnen

Erpressung und Bombendrohungen

Aktivismus Handlungsaufruf




Wichtigste Erkenntnisse
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Y THE WINNERIS...
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